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First Class Mail and Email (jhaag@nwmls.com)
Mr. Justin D. Haag

Director of Policies and Forms

Northwest Multiple Listing Service

11430 NE 120th Street

Kirkland, WA 98034

RE: dotloop, Inc. v. John Doe (d/b/a “Ian Dawtnapstur”),
Case No. 3:13-cv-02654-RS (N.D. Cal.)

Dear Mr. Haag:

This firm is counsel to dotloop, Inc. (“dotloop™). We write to ask for
Northwest Multiple Listing Service’s (“NWMLS”) help in uncovering the identity of
a miscreant who hacked dotloop’s computer system.

We recently filed a federal lawsuit on dotloop’s behalf against a computer
hacker who fraudulently posed as an Administrator of a Keller Williams’ Market
Center in order to unlawfully access dotloop’s protected computer system and
misappropriate and wrongfully disseminate a large volume of information stored on
that system. A copy of the Complaint in that action is enclosed.

As detailed in the Complaint, the Defendant/hacker has gone to great lengths
to conceal his true identity. We are working to learn his identity so that we can
prosecute the lawsuit.

Your April 9, 2013 email to Austin Allison, dotloop’s CEO, attached “a copy
of a PDF that shows hundreds of NWMLS forms being hosted by Dotloop.” You
stated that NWMLS “downloaded over 200 NWMLS forms from this site.”
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The first page of the “PDF” included with your email is copied below. This
page shows access to the secure dotloop Form Spot system on April 3, 2013 via the
same Keller Williams Market Center that was unlawfully hacked by the Defendant,
which was only possible using the log-in and password information created by the
Defendant/hacker in connection with his unlawful activities.
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This indicates that the Defendant/hacker is someone working for NWMLS or
that this information was provided to NWMLS by the Defendant/hacker. At the very
least it is clear that NWMLS knows the identity of the Defendant/hacker.

We therefore request that NWMLS provide us with all information in its
possession concerning the identity of the Defendant/hacker and the unlawful access
to the dotloop computer system.

Your prompt attention to this matter will be appreciated.

Enclosure

cc: Chris Osborn, Esq., Foster Pepper, PLLC
Austin Allison, CEO, dotloop, Inc.
Jack P. DiCanio, Esq., Skadden Arps





